Information Security Certificate

For Maharashtra Rajya Itar Magas Vargiya Vitta
Ani Vikas Mahamandal Limited

Date of Certificate: 23" January 2025
Certificate No: ANB/2024-25/016

ANB has conducted Vulnerability Assessment and Penetration Testing of Maharashtra Rajya
Itar Magas Vargiya Vitta Ani Vikas Mahamandal Limited Portal. The following is the
information related to the same.

Audit URL:
Assessment URL

e https://www.msobcfdc.org/
Reassessment URL

e https://www.msobcfdc.org/

Audit Performed by: Tushar Kajale

Phase | Testing Dates: 6" January 2025 — 17" January 2025
Revalidation Testing Date: 23 January 2025

Report Issuing Date: 23 January 2025

Conclusion: To the extent verified, in the environment provided to us, the Web Application appears
to be free from OWASP Top 10 2021 Vulnerabilities and other security benchmarks and appears to
be safe for hosting.

Recommendations:-

1. Website may be considered safe for hosting with read only permission.

2. SSL deployment is suggested on production website for further enhancing security.
3. Web Server and OS Level hardening need to be in place for the production server.

Our opinion is based on the detailed reports already submitted and is valid as on the date on which
the assessment was carried out and is based on the information and the website contents made
available for the audit. Projection of any conclusions based on our findings for future periods is
subject to the risk that the validity of such conclusions may be altered because of changes made to
the website or system or infrastructure. With the view of a constantly changing threat landscape and
attack vectors and emergence of new vulnerabilities no website can be 100% secure despite
conducting security/penetration testing. ANB nor its employees shall at any point be liable for any
loss or damage arising from reliance on this report.

For ANB Solutions Pvt. Ltd.
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